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Energy Sector Digitalisation
Overview

Digitalisation of the energy sector can support
progress towards key UK objectives, such as
decarbonisation to achieve Net Zero emissions
targets. More broadly, digital technologies may
also present both opportunities and challenges
by transforming the way energy is generated,
transmitted, regulated, and traded, as well as
changing how consumers use energy.
Background
‘Digitalisation’ refers to the incorporation of digital technologies
within a sector.1,2 In the past decade, there has been increasing
use of digital technologies in the energy sector, including the
use of digital sensors in electricity networks for supply
monitoring and the installation of smart meters for analysing
consumers’ demand.1,3–6 The pace of energy sector
digitalisation is increasing and projections by organisations such
as the International Energy Agency suggest that this trend will
continue over the next decade.7–12 In 2021, the Government
said that the UK can become a global leader in the
development of tools for energy sector digitalisation.13
Digitalisation can help to support decarbonisation of the energy
sector as the UK seeks to achieve Net Zero emissions by 2050,
by enabling more widespread use of renewable energy
sources.14–17 Digital technologies can improve the flexibility and
efficiency of energy systems by helping supply to better match
demand.18,19 The Department for Business, Energy and
Industrial Strategy (BEIS) estimates that by 2050, improved
system flexibility through digitalisation could reduce overall UK
energy system costs by up to £10bn annually and create up to
24,000 jobs.13,20 Digitalisation can help support energy systems
decentralisation (where power generation uses small-scale
assets closer to the consumption site), and enables different

◼ Energy sector digitalisation refers to the
integration of digital technologies into
systems such as generation plants,
electricity networks and consumer meters.
◼ Artificial intelligence, the Internet-of-Things,
distributed ledgers, and other technologies,
could drive novel business models,
incentivise economic growth and improve
consumer experiences.
◼ Digital technologies will require greater
access to data and combining of datasets
collected by different energy stakeholders.
◼ Other challenges include protecting
consumers’ privacy and risk of cyberattacks.
◼ Certain initiatives have suggested possible
approaches to improving data practices,
enhancing cyber security resilience, and
promoting innovation in the energy sector.
energy systems to be connected together (such as electricity
transport, and renewables) leading to improved efficiency21–24
as well as greater consumer choice and improved services.25,26
Digitalisation is featured prominently in the UK Government’s
2020 Energy White Paper and ‘using digital innovation to reach
Net Zero’ is one of ten technological priorities identified by the
Department for Digital, Culture, Media & Sport (DCMS).27,28 In
July 2021, the Government published its first energy sector
digitalisation strategy and action plan, which outlined ways to
digitalise the energy sector through providing leadership,
collaborating with the sector to develop digital tools, and
ensuring regulation and policies incentivise digitalisation.25
Although digitalisation is progressing across the whole energy
system, efforts have concentrated on the electricity sector,
particularly as heat becomes electrified, electric vehicles are
introduced, and fossil fuels are phased out and replaced by
renewables and hydrogen (POSTnote 645). This POSTnote
presents an overview of key digital technologies and how they
are used in the energy sector. It also examines the potential
benefits and challenges created by digitalisation.

Energy sector data
Digital technologies are underpinned by data, which give
systems the information they need to carry out actions and
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operate with each other.29 Work is ongoing across a wide range
of sectors, including energy, to develop innovative techniques
to analyse larger and more complex datasets (POSTnote
468).30–34 In the energy sector, certain datasets, such as some
types of consumer and supplier data, are subject to data
privacy and governance controls:35
◼ System data: encompasses information about the
infrastructure which is used to generate, transform, store,
trade, transport or control energy.30 Examples of system data
include the location and condition of infrastructure (e.g.
location of power stations and substations and whether they
are operating), and the capacity and output of generation
assets (e.g. megawatt output of an offshore wind farm).
◼ Consumer and supplier data: consists of data about
customers and their energy use.1 For example, data from
smart meters about customers’ energy usage patterns and
information collected from customers such as their billing
details. Some of this data may fall under the legal definition
of ‘personal data’ (information that relates to an identified or
identifiable individual) and is subject to data protection
legislation. Access to smart meter data is governed by the
Data Access and Privacy Framework.36

Digital technologies in the energy sector
Technologies such as the Internet-of-Things (IoT) and Artificial
Intelligence (AI) , as well as Distributed Ledger Technology
(DLT) (which is in earlier stages of being applied in the energy
sector) have the potential to significantly change the way that
the energy system operates (Box 1).37–41 These technologies
have a number of benefits, including the capability to make
energy systems more connected, sustainable, and reliable.
They can support improved analysis of energy sector data and
can also allow deeper penetration of renewables.42

Internet of things
A 2019 report by research and advisory firm Gartner estimated
that approximately 1.17 billion IoT devices were installed
worldwide in utility grids.43 The use of IoT devices is expected
to increase in the energy sector.44 A key benefit is that they can
be incorporated into the electricity network to help create
‘smart grids’ that enable the monitoring of electricity flow and
infrastructure.42,45 IoT technology will also facilitate the
integration of local, small scale energy generation units (such
as rooftop solar panels) into the energy system.46,47 Smart
meters are a type of IoT device that measure household energy
consumption and make the data available in real time to
consumers and suppliers. As of March 2021, there were 24.2m
smart meters in homes and small businesses in Great Britain,
representing 44% of all meters.48 Though IoT devices consume
electricity, a 2021 report by technology research and
development company InterDigital estimated that by 2030, IoT
devices will help save around eight times the energy they
consume via functions such as optimising consumption.49–51

Artificial intelligence
A 2020 report by the accounting firm PwC estimated that by
2030, the incorporation of AI into the energy sector may boost
global Gross Domestic Product by up to 4.4% (approximately
£3.82 trillion) while helping reduce global carbon emissions by
up to 4%.52 UK companies including National Grid ESO,
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Western Power Distribution, and Octopus Energy are
developing AI platforms and running pilot programmes.53–55 AI
is likely to play a key role in four domains:
◼ Modelling and optimisation: Creating virtual
representations of energy infrastructure (such as power
plants) and optimising their performance by incorporating
weather forecasting information.56,57
◼ Maintenance and security: Optimising maintenance
schedules of energy system assets; and improving both their
cyber and physical security.1
◼ Customer-facing services: Enabling consumers to
understand their usage patterns; and making suggestions
(such as recommending a tariff based on consumption data).
◼ Markets and investment: Enabling automated energy
trading between consumers who also produce energy.
Box 1: Disruptive digital technologies
Internet of things
The IoT refers to a network of interconnected devices
capable of communicating directly with each other without
the need to interact with humans (POSTnote 593).58 It uses
hardware and software to collect and process data and
typically features:59
◼ Sensors, such as temperature and humidity sensors to
collect data about users or the environment.
◼ Actuators, that respond to an input and can perform an
action such as disengaging a switch.
◼ Network connectivity, to connect to the internet,
typically via a wireless connection such as Wi-Fi.
Artificial intelligence
AI broadly refers to the ability of machines to perform tasks
that traditionally required human intelligence. AI systems
can identify patterns and trends in large datasets, and those
outputs can be used to support human decision making. AI
systems can be used to produce a prediction, a
recommendation or a classification.60–62 For example, an AI
system may make a prediction that energy demand will be
lower next Sunday morning. Particular progress has been
made in ‘machine learning’, a type of AI (POSTnote 633).63,64
Distributed ledger technology
A distributed ledger is a digital records system that allows
multiple identical copies of a record to be stored on different
computers in a network.65 The databases are updated and
synchronised automatically each time new data are added.
Multiple users are allowed to update the ledger, meaning
that it can be controlled by a group of participants.66,67
‘Blockchain’ is a type of DLT characterised by the way that
the data is structured within the ledger: new transactions
that need to be recorded are grouped together into ‘blocks’
before being added onto the database68–70 (POSTbrief 28).71

Distributed ledger technology
DLT has been proposed as way to manage future energy
systems, which are likely to be increasingly decentralised.66 DLT
could be used to enable ‘peer-to-peer’ electricity trading
between multiple different parties, including small-scale local
energy producers, without central supervision.72 It could be
used to provide a reliable, decentralised way of registering
network assets (such as overhead lines, underground cables,
and substations).73,74 Agreements outlining transaction terms
can be implemented via ‘smart contracts’, which are digital
contracts that are recorded on a distributed ledger.75 In 2019,
National Grid, UK Power Networks, and SP Energy Networks in
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collaboration with software developer Electron, launched the
‘recorDER’ project with the aim of developing a blockchainenabled register of network assets accessible to key energy
sector stakeholders.76,77

Using new technology in the energy sector
The technologies detailed above, either alone or in
combination, can be used to develop innovative applications
that make the energy sector more efficient, improve the
capabilities of the energy system and lead to products and
services that improve customer experiences.25,51,78 As the
energy sector is currently in a transitory phase where
digitalisation is being progressively implemented, there is no
consensus on the most important applications of digitalisation.
Some applications that are being widely researched and trialled
include the use of digital twin models, the concept of demandside flexibility and the creation of innovative products and
services such as time-of-use tariffs. These are explained below.

Digital twin models
A digital twin is a virtual replica of a real-life physical system.
Digital twins use data collected from the real-life system (which
is typically analysed using AI) to inform decisions about the
operation of the physical system. In the energy sector, data
collected by IoT devices and information about the design of
energy infrastructure can be used to develop digital twin
models. Examples include the modelling of power generation
plants and network substations.79,80 Before construction, digital
twins can be used to replicate physical and operational aspects
of a generation plant and aid in improving operations and
maintenance.81 In 2018, the Government launched the National
Digital Twin Programme (NDTp).82,83 As part of the NDTp, the
Climate Resilience Demonstrator project was launched, which
aims to improve infrastructure resilience to climate change by
developing digital twins of energy and telecoms networks.84

Demand-side flexibility
A flexible energy system has the ability to shift in time (or
location) the generation or consumption of energy (POSTnote
587).13 To date, much of the system flexibility has been
provided by the ‘generation-side’ of the system, by adjusting
supply according to demand. However, digital technologies also
enable ‘demand-side’ flexibility (or simply, demand flexibility)
where consumption can be shifted towards periods when
energy is cheaper and possibly coming from renewable
sources.85 For example, using a dishwasher during the day
when renewable energy generation from solar panels is
abundant.86 AI is a key enabling technology for demand-side
flexibility as it allows demand-side data to be processed
efficiently and helps in predicting demand based on previous
trends.87 DLT has also been proposed by experts as a
technology that can support demand flexibility through peer-topeer energy trading.88,89 In July 2021, the Government
published its ‘Smart Systems and Flexibility Plan’ that presents a
vision to improving flexibility in the energy system.13

Time-of-Use Tariffs
Time-of-Use (ToU) tariffs are a novel pricing plan for energy
consumption, designed to incentivise flexible demand for
energy by consumers.90 A ToU tariff is a plan where the price of
a unit of energy varies during a 24 hour period.91 There are two
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main types of ToU tariffs; static and dynamic. With static ToU
tariffs, the same prices are offered at the same times each day.
With dynamic ToU tariffs, energy prices can vary continually
and are calculated in real-time depending on various factors.
For example, prices may be lower when wind generation is
higher.92,93 Consumers who are willing to shift their energy use
or change their usage patterns could benefit from lower energy
prices by setting a timeframe in which their appliances need to
operate and allowing an automated system to choose the
optimal time.90 IoT devices that monitor energy consumption
patterns and AI systems that can be used to dynamically
calculate energy prices are key enabling technologies.

Challenges
The widespread adoption of digital technologies in the energy
sector is associated with a number of technical, regulatory and
policy challenges.

Technical challenges
Technical challenges include the limited availability of data, lack
of data governance and interoperability, as well as the risk of
cyberattacks on IT systems. There may also be future
challenges that arise as more IoT devices are deployed, such as
hardware obsolescence (electronic devices becoming obsolete
due to innovation or changes in technology) leading to an
increase in electronic waste.94 Wider issues around electronic
waste are discussed in the House of Commons Environmental
Audit Committee’s November 2020 report on Electronic Waste
and the Circular Economy.95

Data Availability and use
Historically, use of data in the UK energy sector has been
constrained by a number of factors:30
◼ Fragmentation: Data is often collected and held by
multiple stakeholders, with limited sharing between them.1,30
◼ Risk: Given the criticality of the energy infrastructure and
the cybersecurity risks associated with digitalisation,
technological upgrades that promote greater use of data
have been limited.96,97
◼ Skilled workforce: It can be challenging for organisations
within the energy sector to recruit staff with the required
engineering and data management skills.98
◼ Established practices: It has been difficult for innovative
companies to challenge the established data practices in the
energy sector.30

Data Governance and standards
Data governance encompasses the actors and actions within a
sector or organisation that together shape how data is
managed and used.99 In the UK energy sector there are
currently no overarching standards for the collection and
recording of data. However, in May 2021 the British Standards
Institution published two standards for integration and
communication between energy sector IoT devices.100,101 In
addition, there is no central body that enforces data standards
in the sector. This has led to a lack of data sharing between
stakeholders, with datasets largely existing in siloes.1,102

Cyberattacks
Digital systems in the energy sector could be a target for a
cyberattack (POSTnote 554).103–105 Cyberattacks could affect
the capability of the energy system to deliver a reliable service
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to consumers and can lead to cascading failures in other
sectors, such as telecoms and water supply networks, which
rely on the energy system to function.106–108 Studies have
estimated a daily cost of up to £111m if there was a
cyberattack on the electricity distribution network that serves
London and surrounding areas, and economic losses of £1286bn for an attack on a UK regional distribution network.108,109

Regulatory and policy challenges

The energy industry uses ‘energy control systems’ to manage
and control the generation, transmission and distribution of
electricity.110 Earlier energy control systems were not based on
digital technology, or accessible remotely, therefore making the
possibility of cyberattacks less likely.111,112 Stakeholders have
highlighted that greater deployment of digital technologies,
including the use of digital control systems with increased
internet connectivity, is likely to increase the risk of a
cyberattack on the energy system.113–116 There are also
concerns that, as infrastructure becomes more distributed, it
may be more difficult to manage threats centrally.117,118 Actions
that address these challenges are discussed later.

A number of measures could help to address some of the
challenges outlined in the previous section.

Impact on consumers
Allowing suppliers to access consumer data can enable them to
offer users improved and personalised products and
services.119–121 Consumer data is also likely to play an increasing
role in improving demand-side flexibility. However, there are
privacy concerns around the collection and use of this kind of
data. There are also challenges around AI systems making
automated decisions about what products or services to offer
consumers due to the risk of those systems perpetuating biases
(POSTnote 633).122–126 Concerns raised by consumers (via
advisory organisations such as Citizens Advice) around how
energy data is used, include:127–129
◼ Extrapolation of sensitive information: Depending upon
the frequency that consumer energy data is collected,
sensitive information about the user could be inferred.119
Smart meter data recorded at half a second intervals can
theoretically be used to identify when individual household
appliances are being used.130 When smart meter data is
collected at 10 to 30 minute intervals, occupancy and activity
patterns can be inferred. This could increase the risk of
burglary if obtained by malicious actors.131 Smart meter data
recorded at 30 minute intervals can be obtained by
Distribution Network Operators (DNOs), companies licensed
to distribute electricity, if the data is aggregated and
anonymised.1
◼ Consent: Though the bill-payer of a shared occupancy
household may consent to sharing smart meter data, other
household members may not consent, may be unaware that
the data is being shared, or may not fully understand what
they are consenting to and how to withdraw consent.119,132
◼ Third-party data linking: This refers to the process
through which insights, such as personal information, can be
inferred by linking consumer energy data with other data
sources such as social media. A concern with third-party data
linking is the potential to identify individual users. The lack of
transparency around how insights may be drawn from linked
data sources, and what sources might be used, makes it
challenging for consumers to be fully informed about future
uses and insights that could be inferred from their data.119,133

Many stakeholders have highlighted that one of the challenges
in this area is that digital technologies tend to develop faster
than the regulatory measures that govern them.134 There is a
growing consensus that the pace of technology development
across all sectors is set to accelerate.135

Regulatory, policy and technical solutions

Improving data practices
In June 2019, the Energy Data Taskforce (EDTF), a consortium
established by BEIS, Ofgem, and Innovate UK, and run by
Energy Systems Catapult, released its first report that
addressed how data practices, including data access, could be
improved across the UK energy sector to facilitate
digitalisation.30,136 Its recommendations included the industrywide adoption of data and digitalisation strategies and the
promotion of ‘presumed open’ data across the sector such that
it is available to other organisations.30 The ‘Open Energy’
project led by the non-profit Icebreaker One aims to deliver a
platform that enables better sharing of energy data.137–140
Following these recommendations, Ofgem ran a consultation on
draft Data Best Practice Guidance, which closed in June
2021.141–144 In May 2021, BEIS, Ofgem and Innovate UK,
launched the Energy Digitalisation Taskforce (EDiT) which, like
the EDTF, is run by Energy Systems Catapult.145 The EDiT is
focused on the market design, digital architecture and
governance of the UK energy system and will deliver a set of
recommendations in 2022.146 The recent Government energy
sector digitalisation strategy (published in July 2021) plans to
have standards and regulatory frameworks that govern energy
data developed by the mid-2020s.25

Cyber security
A number of pieces of guidance have been produced to
improve the cyber security of energy sector infrastructure. The
2019 National Cyber Security Centre (NCSC) third Cyber
Assessment Framework (CAF) provides organisations that
operate within critical national infrastructure sectors with
guidelines for assessing their cyber resilience.147 Recognising
the need for tailored cybersecurity guidelines for Distributed
Energy Resources (DERs) (e.g. rooftop solar panels), the
Energy Networks Association produced a guidance document in
2020 to improve the cybersecurity of DERs in the UK.148,149 In
2020, Ofgem published a set of cyber resilience guidelines for
gas and electricity network companies and their stakeholders,
which aims to support security professionals within network
companies to improve the resilience of their IT systems.150,151

Innovation trials
A regulatory sandbox is a framework that allows innovative
products, services and business models to be trialled in a realworld environment without needing to comply with certain
regulatory requirements.152,153 In the UK energy sector, the
implementation of regulatory sandboxes is relatively new, with
Ofgem launching its first initiative in December 2016.154,155 In
July 2020, Ofgem’s new Energy Regulation Sandbox was
launched with licences being granted in May 2021.156–158
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