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Edge computing
Overview

This POSTnote describes edge computing, the
use of computing resources in close proximity to
the place where data are processed within a
network, and some of the opportunities and
challenges associated with its use. It
supplements POSTnote 629.
Background
In cloud computing, data are transferred, via
telecommunications networks, to be stored or processed by
remote computing resources provided by data centres
(POSTnote 629). It takes time for data to travel back and forth
from the data centre (the delay this causes is known as
latency), and transferring a large quantity of data in a timely
manner requires high bandwidth, which can be expensive
(bandwidth is a measure of the amount of data that can be
sent or received in a given period of time).1,2 This poses
challenges for many modern and emerging technologies, such
as autonomous vehicles or Internet of Things (IoT) devices,
that generate increasingly large amounts of data and may need
to make fast decisions based on analysis of that data.2–4 The
emergence of these applications is one factor driving the
development of edge computing.5–7
Although definitions vary, edge computing usually describes a
network with distributed computing resources (including data
storage and processing) where some of the physical
infrastructure that hosts these resources is located in close
geographical proximity to where data are generated or needed
for processing.8 For example, a facial recognition camera might
contain a locally installed microcomputer that is able to carry
out initial analysis of images on-device in real time.9 In addition
to reducing latency, edge computing can enhance privacy by
allowing sensitive data to be stored locally rather than
transferred across the network, and can ensure local data

◼ Edge computing describes the use of
computing resources that are in close
geographical proximity to the place where
data are generated, processed or stored
within a network.
◼ It can enable fast data processing and
reduces the need to transfer large amounts
of data across the network.
◼ Edge computing can support the adoption
of emerging technologies, including
autonomous vehicles and smart
manufacturing.
◼ Coordinating devices on the network, and
ensuring data authenticity, privacy and
security are some of the challenges facing
widespread adoption.
processing continues if the connection to the network is lost. 2
However, edge computing resources are generally less powerful
than those provided by the cloud. So, for some applications,
cloud computing, or a flexible approach that uses both, may be
more appropriate.2 Edge computing is considered to be an
emerging technology that has not yet reached maturity,10 but
advances in mobile computing have made it more feasible as
portable devices can now support greater, local computing
power.11
In 2018, the research firm Gartner reported that around 10% of
commercially created data were processed outside of a cloud
data centre and this was predicted to rise to 75% by 2025. 12 In
2019, market research firm IDC predicted that, in 2020, over
half of European organisations will make use of edge computing
alongside cloud computing.2 However, the distributed nature of
edge computing, and the need for many individual devices to
connect and interact, may pose a number of challenges to its
widespread adoption.13
This POSTnote discusses the form that an edge computing
network might take, and outlines emerging applications and
some of the challenges facing widespread adoption.

Edge computing infrastructure
The main components of an edge computing network are
usually a cloud computer, edge computers, and a
telecommunications network connecting these components to
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each other and to end users.7 Examples of types of edge
computers include: edge data centres that are close enough to
users to provide low latency computation, computers in the
boots of cars, or microcomputers that are directly integrated
into devices.14–16 Applications that use mobile networks are
expected to benefit from the roll out of 5G (POSTbrief 32),17
which will allow for faster data transfer and the interfacing of
multiple mobile devices.18
For many applications, edge computers are connected to
sensors that provide them with data.2 Examples of sensors
could include cameras, microphones and thermometers. Edge
computers are capable of processing and storing sensor data
independently from the cloud. However, a remote cloud data
centre may be able to carry out more resource-intensive
analysis of the data and may be used for long-term data
storage or may undertake analysis of data generated by a large
number of different sensors.14,19 For example, a sensor with an
integrated edge computer might collect temperature data that
could be analysed and used to adjust the temperature of a
manufacturing facility. A summary of this data could be sent to
the cloud to compare with another facility in a different
location.20

Energy use
Edge computing can be more energy efficient than transferring
large volumes of data to the cloud. This can extend the battery
life of edge-enabled mobile devices, and widespread uptake of
edge could help to reduce the overall energy consumption of
digital infrastructure.21–24 However, there are concerns that
edge computing hardware and applications are more difficult to
optimise for efficiency than large cloud data centres, which
could result in increased energy demand overall. 6,25,26

Applications
Examples of possible applications of edge computing include:
◼ Transport. Autonomous vehicles will carry a large number
of sensors and generate substantial volumes of data that will
be used to make many decisions that could impact
passenger safety. Researchers have suggested that the
vehicles could be controlled by a combination of in-vehicle
computers, edge data centres in the vehicle’s vicinity and
remote cloud computing resources. These components would
have different roles: in-vehicle computers enable decisions to
be made in the event that the network connection is lost, the
edge data centre can be used to quickly coordinate
communication between vehicles and roadside sensors, and
the cloud is able to collect and analyse data from a large
number of vehicles.4,27
◼ Smart manufacturing. Smart manufacturing broadly
describes integrating physical infrastructure with digital,
data-driven, technologies, such as artificial intelligence, in
order to improve production.28 Edge computing could help
carry out real-time performance monitoring and predictive
maintenance on production lines.29–31
◼ Healthcare. There are a number of possible applications of
edge computing in healthcare.32 One example, and a subject
of current research, is the analysis of data from wearable
sensors to detect a possible emergency situation, such as an
elderly person’s fall.33,34 Some healthcare applications may
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benefit from the additional privacy offered by processing
data locally on an edge computer.32

Challenges for wider adoption
Edge coordination and management
Coordinating data exchange and sharing computational tasks
between a potentially large number of computers or devices in
a distributed edge computing network may pose a significant
challenge.8,13 There may be particular difficulties if edge
computers are working with a wide range of mobile devices
that may not be consistently connected to the network.35
Researchers are actively trying to improve methods to monitor
available computational resources, allocate them efficiently and
recombine the results.14,36 Many stakeholders highlight that
interoperability between devices – using standardised ways of
communicating and executing tasks – is important for edge
computing applications to work effectively.37

Authenticity and traceability
Edge computers can process data locally to make real-time
decisions. Having central oversight and governance policies in
place can help to ensure that local decisions made by edge
computers are trustworthy, explainable and can be challenged
if necessary.38–40 Ensuring that the sensor data feeding into
edge computers is authentic and interpreted correctly is also
important to maintain confidence in edge decisions.41,8,42

Security
An edge computing network containing many devices presents
many possible entry points for a cyber-attack that could allow
attackers to compromise other parts of the network.43 This
could place limits on where critical applications can be run or
sensitive data stored.44 To secure the network, it may be
necessary to ensure each individual component is sufficiently
secure.20 For example, authentication systems may be required
to ensure that only permitted users can access certain devices
or data.43 Researchers and companies are developing and
promoting new technologies to improve security features, such
as encryption (POSTbrief 19), on resource constrained devices
without affecting performance.43,45,46
Edge networks that contain consumer devices may be
particularly susceptible to security breaches caused by device
vulnerabilities, such as limited cybersecurity features or a lack
of regular security updates (POSTnote 593). The UK
Government has recently proposed legislation to ensure that
manufacturers of internet-connected devices adhere to some
common cybersecurity standards to protect consumers.47

Privacy
Edge computing may offer some privacy advantages where
personal data can be stored locally, and processed or
anonymised before being sent for external analysis.2,14,20,48 This
may also allow organisations to better comply with data
residency requirements (POSTnote 629).49 However, as data
collecting devices are increasingly adopted by consumers, it
may become more difficult to determine different stakeholders’
responsibilities under data protection law and whether they are
equipped to comply.50,51
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