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Cyber Security of UK Infrastructure
Overview

The Government identifies ‘cyber’ as one of six
Tier 1 threats to national security.1 This note
focuses on the cyber threat to the UK’s critical
national infrastructure, describes measures to
improve cyber security and challenges in how
to implement them. It also examines national
and international policy and legislation.

Background
The impact of cyber crime is difficult to quantify,4-6 but is
estimated to cost the UK roughly £1-27bn per year.7-9 The
National Cyber Security Centre (NCSC) reports around 60
‘high-level’ cyber-attacks on the UK a month, many of which
threaten national security.10,11 The most disruptive cyberattacks on national infrastructure to date affected Ukraine’s
electricity grid in 2015 and 2016 (Box 1). In the UK, cyber
attacks on NHS trusts have led to cancelled operations,
including the WannaCry attack in 2017 that affected 45 NHS
organisations.12,13
This POSTnote focuses on the cyber security of the UK’s
critical national infrastructure (CNI), although similar threats
and security measures apply to other sectors such as critical
businesses and major stores of hazardous substances.3,14
The Government classifies infrastructure as CNI on the
basis of the likely impact of its disruption (Box 2).15 It
categorises CNI into 13 sectors: chemicals, civil nuclear,
communications, defence, emergency services, energy,
finance, food, government, health, space, transport and
water.16

The Cyber Threat to CNI
CNI.17

Computer systems increasingly underpin UK
Examples include inter-bank payment systems,18 NHS data
networks18 and industrial control systems that monitor and
operate physical infrastructure (such as nuclear power
plants19 or railway signals20). Such systems are increasingly

 The number of attempted cyber-attacks on
critical national infrastructure is growing.2
 Technical and organisational measures can
improve cyber security, and minimise
disruption during and after an attack.
 The Government has stated that market
forces have not led to cyber risk being
properly understood or managed.3 The new
National Cyber Security Strategy promises
greater intervention to improve this.
 There is a cyber skills shortage, with specific
challenges for infrastructure security.
 Cyber-attacks can facilitate espionage or
cause disruption. Several nations are
developing offensive cyber capabilities.
connected into large networks to allow centralised
monitoring and remote or automated control, so as to make
operation and maintenance more efficient.21 These networks
often connect to the internet, either directly or indirectly via
the operators’ other networks.22-25 As more industrial control
systems connect to computer networks, the potential for
cyber-attacks to cause physical effects increases.26,27,28 The
Box 1. Cyber-Attacks on Ukraine’s Power Network
The first confirmed instance of a disruptive cyber-attack on an
electricity network occurred in Ukraine in 2015.3 A cyber-attack on
three power distribution companies caused a power outage that
affected 225,000 customers.29 Power was manually restored after a
few hours, but all affected companies were still running reduced
operations months later.29 The attackers are thought to have used
fraudulent emails to gain access to the target networks six months
before the power outages, during which time they gained the security
credentials and knowledge of the infrastructure needed to complete
the attack.30 During the outage, the attackers also overwhelmed the
energy company’s call centre with telephone traffic to obstruct
communications during the incident response.30 A more sophisticated
attack caused another outage in 2016.31-33 The Ukrainian security
service has accused Russian security services of orchestrating both
attacks.30,34
The Cambridge Centre for Risk Studies estimates that the immediate
economic impact of a significant cyber-attack on a UK regional
electricity distribution network would be £12-86bn, including
consequent disruption to transport, digital communications and water
supplies. They note that this represents an extreme example used for
stress testing, not a prediction of what is imminent or probable.35
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Box 2. UK Critical National Infrastructure
The Government defines CNI as the assets, facilities, systems,
networks or processes which, if lost or disrupted, would affect national
security or the delivery of essential services, leading to severe
economic or social consequences or loss of life.16 The majority of UK
CNI is privately owned.36,37 The Government says that the
responsibility for managing cyber risk in private sector CNI lies with
the operators, but that it will monitor and ensure CNI cyber security,
working with private operators through a variety of channels.3
 Lead Government Departments – Each CNI sector has a lead
department that identifies CNI,18 assesses its resilience and works
with operators and others to improve resilience where
necessary.15
 Regulators – there is no dedicated cyber security regulator, but
the Information Commissioner’s Office regulates data security.38,39
Many sector-specific regulators cover aspects of cyber security,
with varying powers and responsibilities.3,18,40,41
 The National Cyber Security Centre (NCSC) – the NCSC was
established in 2016 as a single point of contact to simplify
Government co-operation with industry.42 It provides technical
guidance, bespoke support (such as help designing and testing
networks) and incident response assistance, and is the
Government’s main source of cyber expertise.42 However, it does
not have a statutory role to enforce its recommendations.43
The National Cyber Security Strategy provides some details on the
roles and responsibilities within these public-private partnerships,3 but
critics claim that they remain unclear.37,44-47 Concerns have been
raised that the Government and private operators have different cyber
security priorities, such as investment levels and how fast service is
restored following an attack.28,44 The Government’s current role mostly
constitutes non-mandatory support,40 but it is reviewing CNI regulation
to ensure that it has the measures in place to intervene where
necessary.3,48
extent of connected computer systems in CNI is likely to
continue to grow. For example, the Government is leading a
roll-out of smart energy meters (POSTnote 471),49 and the
NHS is aiming to digitise all medical records by 2020.50
Computer-based CNI systems are vulnerable to electronic
failure, design flaws, operator error, physical damage51,52
and cyber-attack.28,53 Cyber-attacks can be delivered
physically (for example via a USB stick) or via the internet.
Internet-based attacks range from simple scam emails sent
in large numbers, to advanced attacks targeting specific
institutions.54 Sophisticated attacks progress in multiple
stages, probing the network after an initial breach to gain
information and control over periods that can last years.55
Common attack methods (Box 3) may be used for the initial
breach before more tailored and advanced methods are
deployed.54

Motivations for Cyber Attacks
Cyber-attacks on CNI may be conducted for financial gain
(e.g. by ransom), to manipulate public opinion, demonstrate
an attacker’s prowess, conduct espionage or cause physical
disruption.56,57 Potential attackers range from individuals
and activist or terrorist groups with limited capability to
organised crime groups and nation-states with significant
expertise and resources.3,58 Although targeted attacks on
CNI typically require sophisticated techniques,2 the NCSC
warns that the technical barrier to launching successful
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Box 3. Common Methods of Cyber-Attack
Cyber-attacks often exploit technical vulnerabilities in computer
systems or a lack of awareness among people using computer
systems; attacks frequently target both. Common attacks include:54
 Phishing – sending fraudulent emails in an attempt to manipulate
the recipient into revealing sensitive information or installing
malicious software on their network. Spear-phishing targets
specific victims, using previously-gathered information to make the
email appear more convincing.
 Web-based attacks – using fake websites or compromising
authentic websites to trick visitors into downloading malicious
software, sometimes automatically.59
 Ransomware – encrypting files on a target computer and
demanding a ransom to make the files usable again. The ransom
is often set to be small enough that payment is the cheapest
solution for the victim, although there is no guarantee that it will
unlock the files.60 The National Crime Agency advises against
paying any ransom.61
 Distributed denial of service (DDoS) attacks – using large
numbers of previously infected devices to overwhelm a target with
internet traffic (such as requests for information or emails),
reducing its ability to respond to genuine traffic. The scope for
such attacks is growing as rapidly increasing numbers of devices
are connected to the ‘Internet of Things’ (POSTnote 510).62,63
attacks is decreasing.10 The Government says that foreign
states or state-sponsored groups regularly attempt to
penetrate UK networks, targeting in particular the defence,
finance, energy, telecommunications and government
sectors.3 However, the distinctions between different
adversary groups are starting to blur,10 in particular as
attack tools and expertise are shared and sold, often over
anonymised parts of the internet known as the ‘darknet’
(POSTnote 488).28,57,64

Methods for Improving Cyber Security
Technical Methods
The Government’s Cyber Essentials scheme provides
guidance to protect against the low-level threats that form
the bulk of all cyber-attacks;3,65 the NCSC’s ‘10 Steps to
Cyber Security’ deal with more targeted attacks.54,66 CNI
operators are expected to implement advanced cyber
security measures.67
 Encryption – Sensitive data can be stored or transmitted
in a form that is un-readable without a digital key.68
 Integrity checking – System files can be checked against
previous records to detect changes and identify
attacks.69
 Network monitoring – Detecting suspicious behaviour,
such as a user accessing many separate parts of a
network or transferring lots of data, can provide early
warning of an attack and prompt responsive measures.70
 Penetration testing – Conducting controlled cyber-attacks
on systems can test their defences and identify their
vulnerabilities.71 This can range from the use of
automated tools to more in-depth, tailored approaches
(Box 4).
 Security by design – Systems can be designed to
perform narrowly defined actions and only accept
instructions from verified sources, and networks can be
designed to minimise the impact of any single failure.72,73
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 Disconnection – The most critical systems can be
disconnected from networks or replaced with non-digital
systems.19 However, this is difficult to achieve and
forfeits the benefits of connected digital systems.74
Disconnected systems can still suffer physically delivered
attacks.28,75

Training and Managing Personnel
Attackers can target computer users as well as technical
flaws, using ‘social engineering’ techniques to manipulate
human operators into facilitating the attack.76 The Boston
Consulting Group found that around 35% of the largest data
breaches between 2011 and 2016 were caused by human
negligence, ignorance or malicious intent of internal staff.77
Raising awareness and providing clear, practical guidance
can help staff identify and respond to an attack.77 Vetting
staff, restricting system or data access and editing rights
(e.g. requiring two separate individuals to approve major
changes), and physical security measures such as swipe
cards, can provide some defence against malicious
intent.3,77-79

Information Sharing
Intelligence agencies and organisations targeted by cyberattacks can prepare their defences by sharing information
about previous and imminent attacks.2,37 The NCSC’s joint
Government and industry Cyber-security Information
Sharing Partnership (CiSP) comprises over 2,225
organisations.80 CiSP has been used to deal with real and
simulated attacks and is generally seen to work well,37,81,82
though some feel incidents are still under-reported,
especially in certain sectors,10,28,72 and co-operation could
be improved.37

Cyber Resilience
No combination of security measures can guarantee
immunity from cyber-attack.3,36,56,77,83 The Cabinet Office
aims for CNI ‘resilience’, combining protective measures
that minimise the chance of an attack succeeding with the
ability to continue to provide essential services during an
attack and to recover fully from it afterwards.84 Beyond
technical methods, frameworks and standards for CNI cyber
risk management include organisational measures, such
as:85-88
 identifying critical assets and their interdependencies
 communicating risks to external stakeholders
 backing-up data and maintaining reserve systems
 preparing and testing incident response plans
 amending security in response to previous incidents

Insurance
The nascent cyber insurance market is expected to grow as
the risks involved become better quantified and cyber
security becomes more regulated.2,89,90 As well as limiting
the financial loss an attack can inflict, insurers could
promote or mandate best practice and standards among
their clients.89 Premiums put a cost on cyber risk, which
could motivate better cyber security, but only if prices reflect
the specific risk that an organisation faces.28,89,91,92
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Box 4. Intelligence-Led Cyber Vulnerability Testing
In 2014, the Bank of England introduced the ‘CBEST’ framework for
rigorous penetration testing of firms at the core of UK financial market
infrastructure, involving realistic attack methods tested on live
systems.93,94 The attacks are designed specifically for each firm,
drawing on Government and private sector intelligence to mimic the
most sophisticated threats they face.94 CBEST includes several
measures to minimise the risk of accidental disruption to critical
services during testing. These include: specific training for accredited
penetration testers; pre-agreed boundaries for testing and response
measures for incidents; liability (and insurance where applicable)
arranged in advance; and oversight by the firm being tested, which
can temporarily halt the test as appropriate.94 Participation is
voluntary, but 30 of the 35 firms invited to take part had completed
testing by November 2016 with the rest either undertaking or scoping
the work.95

Challenges for CNI Cyber Security
Challenges Posed by CNI Systems
Many CNI computer systems were designed before cyber
security was a major concern.96,97 More recent systems can
also become vulnerable if their vendors stop supplying
security updates.98 Legacy systems can be expensive or
risky to replace so they often rely on the security of the
systems they connect to,98 reducing the layers of defence.72
CNI safety requirements can complicate or even conflict
with standard cyber security measures.99 Security updates
alter computer systems, and may need extensive testing to
comply with safety requirements.72 Often, downtime in
safety-critical systems must be minimised, making it difficult
to install updates frequently or isolate targeted systems
during an attack.99 Safety can be provided by secondary
systems that take over if the main system fails. However,
these do not provide cyber security if they use similar
software, and can reduce it by providing an alternative route
of attack.99,100

Supply Chains
CNI operators are increasingly replacing proprietary
computer systems with commercial products.21,101 The wider
use of similar products allows attack methods to be shared
and applied to different CNI.72,102 Many feel that the market
incentive for manufacturers to supply secure products is too
weak, with some calling for greater regulation or
accountability,103-105 or fundamental changes to production
and testing techniques.106 It has been estimated that
software typically contains roughly 3 errors per 100 lines of
code (1 per 1,000 for safety-critical systems);107 software
can contain millions of lines of code.36 Standards can guide
the procurement of secure products, but their use is limited
by the diversity of standards available, the cost of
compliance and the rapid evolution of technologies and
threats.108-110 Globalised supply chains make it difficult to
source all components from trusted or national companies,36
or even to know their full provenance.111 Concerns have
been expressed about the potential for vulnerabilities to be
purposefully introduced into CNI systems supplied from
abroad (Box 5). A leaked document from 2010 showed that
the US National Security Agency was intercepting exports of
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Box 5. Foreign Involvement in UK CNI
Supply Chain Involvement
A Chinese company, Huawei, has supplied equipment for UK
communications CNI since 2007.36 In 2008, MI5 stated the theoretical
potential for the Chinese state to exploit vulnerabilities in Huawei
equipment to intercept or disrupt UK communications.36 GCHQ
reported that the risk was mitigated by measures including designing
networks to be difficult to attack but easy to monitor, and the
establishment of a Cyber Security Evaluation Centre (CSEC), run by
Huawei but jointly overseen by GCHQ, to test Huawei’s products for
vulnerabilities.36,112 In 2015, CSEC found three issues that required
intervention in deployed networks;112 GCHQ has said that it is
impossible to guarantee detection of all software flaws.36 The USA
and Australia have previously excluded Huawei from government
contracts,36 but the UK National Security Adviser noted that in reality
foreign technology is used in virtually all networks worldwide.113
Foreign Investment and Direction
In 2016, the Government approved the construction of a nuclear
power plant at Hinkley Point by Electricité de France and China
General Nuclear Power Corporation, who will own a 66.5% and 33.5%
stake respectively.114,115 In 2015, the Government declared its support
for a Chinese-led project at Bradwell;116,117 a Chinese reactor design
is currently under review by the Office for Nuclear Regulation, whose
remit includes cyber security.118 Senior military and intelligence figures
have allegedly expressed concern at Chinese involvement in Hinkley
Point,119 but some cyber security experts have said that global supply
chains make Chinese-made components difficult to avoid, and that
similar cyber security measures will be required, whoever owns the
plant.120 The Government highlighted the UK’s strong nuclear
regulation,121 and published a civil nuclear cyber security strategy.122 It
is also developing a new legal framework for foreign investment in
CNI, for future projects.123
computer network devices and implanting access points for
later exploitation.124-126

Skills Shortage
A cyber skills non-profit organisation, (ISC)2, predicts a
shortfall of 1.8m people in the global cyber security
workforce by 2022;127 one employment agency found that
the UK had the second largest cyber skills gap of 10 major
countries.128 CNI-specific skills challenges include the need
for experts with experience of infrastructure technology as
well as computer systems,129 and nationality
requirements.130

National and International Policy
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Box 6. Cyber-Related EU Legislation
The Networks and Information Security (NIS) Directive
The EU adopted the NIS Directive in 2016, to be transposed into
national law by May 2018.132 It requires Member States to:133
 adopt a national cyber security strategy
 designate one or more national competent authorities with the
necessary powers to assess and enforce compliance
 designate one or more Computer Security Incident Response
Teams (CSIRTs) to monitor threats, respond to incidents and
participate in an EU CSIRT network
 participate in a new Co-operation Group, to support strategic
cooperation and information exchange between Member States.
Operators of essential services will have to take technical and
organisational steps to manage the risks to their networks, and notify
authorities of significant security incidents. The Government intends to
set out details of how it will implement the NIS Directive in 2017.48
The General Data Protection Regulation (GDPR)
The GDPR aims to strengthen privacy rights and imposes new
security obligations with large fines for non-compliance.134,135 It covers
all personal data, including some relevant to CNI (e.g. medical
data).136 EU Member States must apply the GDPR by May 2018 (see
House of Commons Briefing Paper 7838).134,135
 measures to raise public awareness of cyber security, to
support cyber training in different formats and at all
education levels (including apprenticeships with CNI
operators137),138-140 and to develop the cyber security
profession
 working with communications service providers and
industry to make the internet more secure to use141
 more support for CNI operators such as sharing threat
intelligence and best practice, and conducting joint
exercises to test and develop their cyber resilience
 the potential for increased regulation, for example via
implementation of the EU’s NIS Directive (Box 6).

International Action
The UK co-operates internationally by sharing information
on best practice and current threats,142,143 conducting
simulated attack exercises144,145 developing
standards,3,109,146 funding schemes abroad,147,148 and cooperating on international law enforcement.149,150
International infrastructure, such as air traffic and satellite
systems, is increasingly used.91,151 The new strategy aims to
expand international co-operation.3

The National Cyber Security Strategy
The Government published its second five-year national
cyber security strategy in 2016, with £1.9bn of investment.3
The core aims are to defend the UK from cyber-attacks,
deter potential attackers and develop the UK’s cyber
security industry. CNI cyber security is listed as a priority. It
states that the previous strategy’s dependence on market
forces did not achieve sufficient progress, with cyber risk
currently ‘not properly understood or managed’ across CNI.
The new strategy promises greater intervention, including:
 increased intelligence and law enforcement activity to
identify, anticipate and disrupt cyber adversaries
 investment in academic and industrial research and
innovation, including start-up companies131

The Government states that much of the cyber threat to the
UK originates overseas.3 Cyber-attacks easily cross borders
and it can be difficult for law enforcement agencies to take
action in jurisdictions with limited extradition arrangements. 3
The Budapest Convention on Cybercrime is the standard
international agreement used to tackle cyber crime, 149 with
signatories agreeing to criminalise relevant activities (e.g.
intentional interference with a computer system).152,153 The
UK is one of 52 signatories, but countries including Russia,
China and India are not, citing concerns over sovereignty or
limited involvement in drafting the treaty.154-157 New EU
legislation on cyber security will come into force by May
2018 (Box 6).

POSTNOTE Cyber Security of UK Infrastructure

Offensive Cyber Capabilities
Offensive cyber activity entails deliberate disruption of
computer systems. US officials stated that over 30 nations
were developing offensive cyber capabilities in 2016. 56 The
UK’s National Offensive Cyber Programme is developing
such capabilities, partly to deter prospective attacks.3 Critics
have highlighted the potential difficulty in achieving targeted,
proportionate deterrence due to the interconnectedness and
complexity of computer networks,23,158,159 the bespoke
preparation required to attack a specific target,160,161 and
difficulties in attributing the source of cyber-attacks162
(attacks often take complex routes around the internet,
sometimes via previously-infected devices, to mask their
origin).23,163
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