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Electronic Health Records
Overview

NHS England has committed to making
patients’ records ‘largely paperless’ by 2020.1
Electronic health records will contain
information about patients’ histories, health and
lifestyles. They will be accessible to primary,
secondary and social care providers, and to
patients. This POSTnote describes the plans
for electronic health records and explores the
associated opportunities and challenges.

Government Proposals for Health Records
The Government’s target is to introduce a comprehensive
system of electronic health records in England by 2020.2
The intention is that each patient’s electronic record will
include information about his or her medical history, care
preferences and lifestyle (such as diet and exercise). The
records should be accessible to all health and social care
providers and updated in real-time.3 Patients should be able
to view and annotate a version of their health record online.3
Patients should also be able to book appointments and
order repeat prescriptions online. Health policy is devolved,
but Scotland, Wales and Northern Ireland have similar plans
(see Box 1).
In England, electronic health record planning is managed by
NHS England, the National Information Board (NIB, which
develops priorities for data and technology for the
Department of Health) and the Health and Social Care
Information Centre (HSCIC, a non-departmental public body
which manages information, data and IT systems for health
and care). Together they are developing national standards
for electronic health records, but local areas can choose
their own systems. NHS England funds several schemes to
encourage local areas to transfer their paper records to
electronic databases, and to connect electronic health
systems together (Box 2). A few suppliers of health record
software dominate the market (see page 3). Ultimately, the

 Electronic health records are digital records
of a patient’s health and care.
 At present, patients may have several paper
and electronic records stored in various
settings. NHS England intends to connect
electronic health records across primary,
secondary and social care by 2020.
 This system would allow people to monitor
their own health and could improve patient
safety and outcomes. Electronic record
keeping would also aid the collection of data
for research, and inform the commissioning
of health and care.
 There are a range of technological and
organisational challenges to implementation,
such as interoperability, staff training and
maintaining the privacy of patient data.
Government expects that local initiatives will extend, join
together and lead to comprehensive coverage. By April
2016, all clinical commissioning groups must submit plans to
the NIB, explaining how they will introduce electronic health
records by 2020.4 NHS England has indicated that it will
distribute future technology funds based on these reports.5
Previous attempts to introduce comprehensive electronic
health records failed.6 During the National Programme for IT
(2002-11), the Department of Health paid four suppliers
(CSC, BT, Accenture and Fujitsu) to provide electronic
records.7 The programme was dismantled after escalating
costs and delays.8 Criticisms included weak management
and oversight of the programme and contracts that were
poor value for money.7 The Government, NHS England and
NIB argue that the programme was too centralised, and
insufficiently sensitive to local circumstances.9

Current Use of Patients’ Electronic Records
The NHS currently holds patient information in a variety of
settings, both in paper form and electronically. Electronic
records are stored by GPs, hospitals (notably in radiology
and pathology), mental health providers and in some
community care settings. There is great variation in the type
and use of electronic record systems between geographical
regions and even between departments within hospitals.3
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Box 1. Electronic Health Records across the UK
Scotland, Wales and Northern Ireland have all made substantial
progress towards enabling the sharing of electronic health
records.10,11,12,13,14,15 Northern Ireland’s Electronic Care Record (ECR)
has won industry awards.16 The ECR extracts information from
existing electronic records, and makes it accessible across hospitals,
GPs and social care through a portal provided by the company Orion
Health.15 The system was purchased by Northern Ireland’s national
health service, Health and Social Care (HSCNI), and will cost £9m
(2013-2020).17 HSCNI conducted a pilot, analysed international sites,
and engaged clinicians in designing the ECR’s specifications.18,19

Sharing Patient Information
At present, only a few electronic records are shared
between providers. The electronic Summary Care Record
(SCR) contains limited patient information (prescriptions,
allergies and adverse reactions) and is shared between
hospitals, GP surgeries, walk-in centres and, from 2017,
with community pharmacists.20 SCRs were rolled out on an
‘opt-out’ basis, with ~1.4% of patients opting-out.21 94% of
England’s population had an SCR by March 2015.3 Some
local areas share more detailed patient records between
providers.3,22 Clinical commissioning groups and NHS
Trusts in Bristol, Somerset and Gloucestershire have
created the Connecting Care programme, which shares
electronic records between primary, secondary and social
care in these areas.23

Patient Access to Information
Individuals have the legal right to access their health
records except where the information may cause serious
harm to the patient, or would reveal information about
another person who has not consented to this
disclosure.24,25 Since April 2014, the percentage of GP
surgeries in England allowing patients to access their SCR
online, book appointments and order repeat prescriptions
has increased from 3% to 97%.3,26 However, patient take up
is extremely low: only 0.4% patients have used this
service.27 Furthermore, only 0.1% of patients have access to
their full GP record online.

Benefits of Electronic Health Records
Electronic records can offer primary and secondary benefits
for patients, clinicians and researchers. The HSCIC and the
Academy of Medical Royal Colleges have stated that the
rising demands on healthcare systems ‘can only be met by
the development and use of electronic health records’.28

Improving Care and Patient Involvement
The NHS, NIB and clinicians agree that enabling patient
data access by staff in different locations is key to providing
collaborative care between health and social care.3,27,29,30,31,
It is expected that this information will be particularly useful
for the care of patients with complex needs.32,33 Surveys of
doctors’ attitudes show that most think that electronic health
records will become integral to effective patient care in
future, and will improve the quality of treatment decisions,
reduce medical errors and improve health outcomes.34,35
The think-tank 2020 Health argues that patient access may
enable people to monitor and influence their own
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Box 2. Funding for Electronic Health Records
NHS England has several schemes to support electronic records:
 The Integrated Digital Care Fund awards money to NHS Trusts to
facilitate the adoption of modern, safe standards of electronic
record-keeping.36 £43m was awarded in 2015.37
 The Nursing Technology Fund provides grants to Trusts to buy
digital services for nurses.38 £35m was awarded in 2015.
 The NHS Innovation Accelerator scheme funds fellows who
have worked with industry and the third sector to develop health
technology. Seventeen were chosen in 2015.39
 Vanguard sites are partnerships between health and care
organisations that will provide new care models. 50 sites have
been selected, which gain support and access to a £200m fund.40
Many rely on the development of new technologies.41
The 2015 Comprehensive Spending Review committed an extra £1bn
to technology in the NHS in the next five years.42 More detailed plans
for precisely how and where this money will be allocated will follow.
health better (see Box 3).43 Patients will no longer need to
describe their health to multiple practitioners repeatedly.33

Using Data for Research
Health data may also have secondary uses for research.
Healthcare settings use data to assess standards of care,
identify groups of individuals at particular risk of diseases,
and for management, staffing and resource allocation.44,45
The analysis of data can help researchers to understand
and manage illness and health, and is seen as key to the
development of personalised medicine by clinicians.44,46,47
NHS data played a role in uncovering the mid-Staffordshire
scandal, and have provided evidence to explain why cancer
survival rates are lower in England than Europe.48,49 Health
record data may also be used to create predictive
algorithms, which can provide early warnings for patients at
risk of adverse drug reactions or surgical complications.50

Quantifying the Benefits
Electronic health records are being implemented across the
world.51 The social and economic benefits can outweigh
their costs (hardware, software, maintenance and training).
In 2010, the European Commission studied 11 established
electronic health record systems and found them costeffective.52 The Commission predicted that a successful
development would have a lifetime socio-economic return of
close to 200% on investment, with an average 80% return
already realised in the 11 case studies.53 In all cases,
benefits were not realised quickly (taking 4-9 years), but
were sustainable.52 Key benefits were improved clinical
decisions and performance.52 One of the most successful
systems operates in Estonia (see Box 4).
Box 3. Case Study: ‘Patients Know Best’
Patients Know Best is an award-winning commercial electronic health
record used in 200 sites in eight countries.54 Care facilities buy the
program, and patients can register and then invite clinicians, family or
friends to view their records. Reports can be shared instantly and it
allows online consultations.55 Luton and Dunstable Hospital trialled it
for patients with inflammatory bowel disease. Patients received alerts
about when to switch medications.56 In Peterborough and Stamford
Hospitals, the system allowed neurological patients to upload videos
of seizures, allowing clinical diagnosis without visiting hospital.57

POSTnote 519 February 2016 Electronic Health Records

Box 4. Estonian e-Government
Estonian citizens can view and request changes to their medical
records, and restrict and monitor access by others.58 One study found
that the social and economic benefits from electronic health records,
introduced in 2008, would outweigh costs by 2010. The main benefits
cited were improved patient health, which would also increase tax
revenue and patients’ incomes.59 Data protection is managed using
encryption and a secure network called the ‘X-Road’.58,60 While
Estonia is far smaller than the UK (population of ~1.3m), the UK and
Estonia Governments have agreed to share knowledge about the use
of technology for public services.61
In 2012, the Department of Health estimated that over the
next 10 years electronic health records would cost £1.3bn
but could save £6.3bn.62 Key savings were patients’ time
and improved quality of life from earlier diagnoses, and
fewer medical errors. However, estimated benefits may be
disrupted by organisational change or supplier
disengagement towards the end of contracts.8

Challenges to Implementation
A European Commission study has warned that electronic
health record systems can only yield any potential benefits if
they are implemented and utilised effectively.52 There are
several challenges to implementing the Government’s plans.

Interoperability of IT Systems
Electronic health record systems need to be interoperable:
able to store and communicate information from different
and geographically distributed databases.63 There are over
one hundred commercial suppliers of electronic health
record software.64 Despite this, the market is currently
dominated by a few large suppliers. The majority of software
for Summary Care Records and GP practices is provided by
EMIS, TPP and inPractice.65 Large suppliers of hospital
software include Cerner, CSC, BT and IMS Maxims. Open
Source software is also increasingly used, and has been
endorsed by NHS England (Box 5). The Care Quality
Commission has identified cases where IT systems from
different suppliers do not communicate effectively, with staff
consequently reverting to using paper records.66 The NHS,
local authorities, clinical staff and software providers have
committed to ensuring that electronic health records are
interoperable.67,68,69,70 In recognition of the need for health
Box 5. Open Source Software
Open Source software is free to use, adapt and distribute. NHS
England encourages its use, citing several benefits:71
 Trusts can continuously adapt a system to their own needs
 Trusts are not ‘locked in’ to one provider
 healthcare professionals may have more input to adapt software
 new ideas and solutions can be shared and combined.72
Taunton and Somerset NHS Trust has implemented an open-source
programme from IMS Maxims.73 No licence fee is levied – making it
cheaper than commercial alternatives – but costs are incurred for
software development, implementation and maintenance. The system
is used for A&E, outpatients and across 30 wards. It will be extended
to prescribing, and connected to GPs and patients in 2016.74
Commercial suppliers argue that their products are more reliable and
secure than open source ones; open source users contest this. 75
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Box 6. National Standards for Electronic Health Records
 The NHS Number should be used as a single unique identifier for
patients when sharing information.76
 Open Application Program Interfaces (open APIs, instructions
which govern how programmes interact) should be provided by all
electronic health record suppliers.76 The interfaces can be viewed
by suppliers, who can then create programmes that work together
to exchange patient information.76
 SNOMED CT, a common terminology, should be used by all
clinicians when writing clinical terms into electronic records.76
 The Transfer of Care Initiative will create common standards for
how medical records are transferred when a patient is admitted,
discharged or referred. The Professional Record Standards Body
has also been established (endorsed by HSCIC) to develop further
standards for the structure and content of electronic records.77,78
systems across the UK to work together, discussions
between NHS England and the Welsh Government are also
in progress.79 The HSCIC has published an ‘Interoperability
Handbook’ to outline common specifications, frameworks
and standards for medical software (see Box 6) and
accredits systems which meet them.76 NHS Trusts are
advised to take this into account during procurement, but
this is not a legal requirement.76

System Installation and Staff Training
New IT systems may be introduced into hospitals in a single
phase or by gradual replacement of software and hardware
over several years. Moorfields Eye Hospital has taken the
latter approach, enabling software to be tested, and
clinicians to adapt gradually.80 However, the HSCIC has
highlighted that this makes the period of adjustment longer
for clinicians.81 Cambridge University Hospitals introduced a
single electronic health record system across its wards in
October 2014.82 The system was launched overnight, with
2.1m patient records uploaded, accessible on 7,000
devices.83 A Care Quality Commission inspection in Spring
2015 highlighted subsequent issues (see Box 7).84 All staff
must be trained to use new electronic systems, requiring
them to gain new technical skills and change their
established working patterns.85,86 Several factors may inhibit
clinicians’ adoption of electronic systems. Studies have
highlighted the role of age (with junior doctors adapting to
the new systems more quickly), clinicians’ existing attitudes
towards ICT, and the extent to which a physician identifies a
system as easy to use, supported by peers and patients and
demonstrating tangible results.86,87,88,89,90 The HSCIC and
European Commission have argued that clinicians must be
engaged in procuring and developing electronic health
software.52

Opportunities for Patient Access
At present, not all patients would be able to access
electronic health records: in the first quarter of 2015, 86% of
UK adults used the internet, but only 2% had had any digital
interaction with the NHS.91 NHS England recognises that
the groups most affected by health inequalities are also
those least likely to be digitally literate or have access to
online services. The not-for-profit Tinder Foundation works
with community organisations to reach these groups.92
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Box 7. Cambridge University Hospitals
In 2015, the Care Quality Commission (CQC) reported issues with the
electronic health record system at Cambridge University Hospitals:93
 Data collection was not consistent across several wards.94
 Access to patient information. Staff reported time-lags between
information being recorded on handheld devices and appearing on
monitors.95 Temporary staff were unable to access records.96
 Loss of functionality. Some functions were not present on the
electronic system, for example individual end-of-life care plans.97
The CQC reported problems with prescribing, especially when the
system went live, when clinicians had to revert to paper records.98
 Hardware issues. There were difficulties in matching new
hardware (‘workstations on wheels’, handheld devices, and
desktop PCs) to existing clinical work patterns.99,100
Some staff criticised the overnight implementation of this system, the
lack of testing and external governance, and the training provided.101
The Trust is currently analysing and sharing the lessons learnt from
implementation.102 The Trust has also stated that the systems benefits
are emerging. For example, handheld devices at patient’s bedsides
record real-time observations (such as heart rate), freeing up nurses’
time, and giving doctors instant access to information.103

Electronic records may be more secure than paper records,
because of audit trails. Encryption also reduces the risk of
inappropriate external access to patient information.116
However, it is hard to compare the data safety of electronic
and paper records because of the variety of systems used
and the difficulty of monitoring breaches. Sanctions for data
breaches are enforced by the Information Commissioner’s
Office (ICO), with a maximum fine of £0.5m.117 The ICO
took action against 34 healthcare providers 2013-2015,
mostly issuing warnings but also one fine (£130,000 for a
pharmacy which sold customers’ details) and one
prosecution (a pharmacist who viewed colleagues’ records
was fined £1,000).118,119 Several stakeholders argue that
criminal sanctions should apply to serious
breaches.120,121,122,123 An independent UK review of personal
health data regulation is expected in Spring 2016.124 The
European Commission’s new data protection regulation
(2017) is also relevant.125

Consequences for the Doctor-Patient Relationship

Secondary Uses of Data
The proposed secondary uses of electronic health records
for research have been challenged on privacy grounds.
Personal information can be removed from the health record
given to researchers by using aggregation, anonymisation
and pseudonymisation.45 However, security experts have
demonstrated that they can re-identify patients from data,
particularly those with rare conditions.126 Alternatively, data
linkage technologies may allow data to be analysed without
requiring the extraction of identifiable data.45 However,
these data may be less useful for researchers, since without
identifiers they cannot link multiple records about one
patient, and fully understand his or her medical history.45

Editorials in leading medical journals argue that electronic
health records could damage the doctor-patient relationship,
because electronic record keeping may leave clinicians less
time for their patients.104,105 A recent survey of 502 doctors
found that half believed that the use of healthcare IT had
decreased time spent with patients.106 Staff to transcribe
patients’ medical records can be used to free doctors’ time,
but this may impede the development of electronic records,
as clinicians disengage with using and improving them.107,108
There are conflicting views about how much information
patients should have access to. Surveys show that while
three-quarters of adults think they should have full access to
their health records, only one-third of doctors share this
view.109,110 A more transparent flow of information may
improve communication and trust between patients and
doctors, but patients may not understand the information on
their record, causing them unnecessary anxiety.59,111 The
Royal College of GPs has stated that some clinicians are
concerned that patient access may increase the potential for
litigation, but also that there is little evidence for this.112

Data Security and Privacy
Healthcare providers have a duty of confidentiality to
patients and must seek their consent before sharing their
data (with some exceptions).45 Data breaches can be
accidental, resulting from a lack of knowledge about using
records, or deliberate.113 Privacy campaigners have
reported 7,255 cases of NHS data breaches (2011-2014),
including cases where clinicians had accessed patient data
inappropriately or lost hardware containing patient data.114
These risks can be managed in several ways:
 Audit trails: electronic systems record who accesses
patient data. This can be used to monitor misuse and
may act as a deterrent.115 Successful auditing can be
compromised if users do not follow login procedures.115
 Patient control: some electronic record systems enable
patients to restrict who may view their information.
 Training can improve knowledge about who can access
and use patient records and in what circumstances.

The campaign group MedConfidential argues that patients
should be given the choice over how their data is used, and
accurately informed about proposed secondary uses.127 The
care.data programme will extract patient data held by GPs
for researchers.128 In 2013 and 2014, leaflets were
distributed to patients advising them of their right to opt out
of having their data shared with the HSCIC for secondary
purposes (a type 1 opt-out) or from allowing the HSCIC to
share their data with other organisations for secondary
purposes (a type 2 opt-out).129 Privacy groups argued that
these leaflets were not clearly written nor distributed to all
houses. The care.data programme was paused in February
2014.130,131 After consultation the care.data trial restarted in
autumn 2014 by six clinical commissioning groups.132 In
November 2015, the ICO found that the type 2 opt-outs had
not been passed from GPs to the HSCIC, and HSCIC had
shared data from 700,000 patients who had opted out.129
Patient Perspective
Surveys have shown that patients are concerned about the
security of their electronic health records, but recognise the
value of sharing data, both for their own care and for
research.133 In a 2015 survey of 2,761 patients in London,
79% reported that they worry about the security of an
electronic health record, but 55% of those nonetheless
supported their development.134
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